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Enterpr i ses  global l y  are  invest ing  in

d ig i ta l  t rans format ion  us ing  dis rupt ive

technolog ies  lead ing  to  gradual

suspens ion  of  legacy  sys tems  usage .

Advancements  such  as  Internet  of

Th ings  ( IoT ) ,  Big  Data  analy t ics ,

machine  learn ing  (ML )  and  ar t i f i c ia l

inte l l igence  (AI )  are  being  in tegrated  to

improve  processes  and  user  exper iences

in  a lmost  a l l  ver t ica l s  of  bus inesses .  As

per  a  report  by  Genesys ,  prov ider  of

omnichannel  customer  exper ience  and

contact  center  so lut ions  by  2020 ,  60

per  cent  of  US -based  companies  would

be  us ing  AI  to  improve  s ta f f ing ,

operat ions ,  budget ing  and

per formance [ i ] .

 

However ,  with  the  emergence  of

newer  technolog ies ,  there  are

vu lnerabi l i t ies  in  the  I T  ecosystem

espec ia l l y  with  managing  dig i ta l

ident i t ies .

A  s t rong  r i sk  management  s t rategy  i s

requi red  to  prevent  any  breaches  due

to  in terna l  or  externa l  threat  which  may

resu l t  in to  reputat ion  and  revenue  loss .

 

Dig i ta l  ident i t ies  are  core  to  the  usage

of  any  technology  –  thereby ,  making

regulatory  bodies  and  indust ry

s tandards  organizat ions ,  global l y ,

concerned  about  the  impact  of  dig i ta l

ident i t ies  on  pr ivacy  r ights  of  users .

With  the  advent  of  s t r ingent  data

pr ivacy  regulat ions ,  such  as  the

European  Union  Genera l  Data

Protect ion  Regulat ion  (GDPR )  and

Cal i fo rn ia  Consumer  Pr ivacy  Act  (CCPA ) ,

the  chal lenge  i s  to  protect  the  pr ivacy

of  users  without  compromis ing  user

exper ience  and  bus iness  goals .  
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I n t r o d u c t i o n1 .

BIG  DATA  ANALYTICS ,  MACHINE  LEARNING

AND  ARTIFICIAL  INTELLIGENCE  (AI )  ARE

BEING  INTEGRATED  TO  IMPROVE  PROCESSES

AND  USER  EXPERIENCES



To  protect  the  pr ivacy  of  the

users ,  enterpr i ses  need  to  ensure  that

users  are  prov ided  with  the  r ight  access

to  the  r ight  resources  at  the  requi red

moment  fo r  a  ver i f ied  reason .

 

In  the  cur rent  dynamic  technolog ica l

wor ld ,  a  user  of ten  has  severa l

ident i t ies  created  on  di f fe rent

p lat forms ,  apps  and  dev ices .  To  add  to

the  complex i ty ,  the  in f ras t ructure

host ing  these  sys tems  could  be

deployed  on  premise ,  c loud  based  or  a

hybr id  model .

 

 

Dig i ta l  ident i t ies  can  no  longer  be

managed  in  the  usual  ways ,  thereby ,

requi r ing  enterpr i ses  to  evo lve  ident i ty

and  access  management  ( IAM )

s t rateg ies  that  are  not  only  cons i s tent

wi th  the  growing  need  and  scope

of  modern  ident i ty  env i ronments  but

a lso  evo lve  as  per  the  future

requi rements  in  ident i ty  so lut ions .

 

In  fact ,  the  ident i ty  authent icat ion

and  f raud  so lut ions  market  i s  expected

to  reach  USD  28  bi l l ion  in  2023  f rom

USD  12  bi l l ion  in  2018 ,  as  per  BCG [ i i ] .

 

 

 

 

 

However ,  creat ing  a  secure  ecosystem  i s

o f ten  seen  to  be  deve loped  at  the  cost

o f  usabi l i t y ,  which  has  become  a  huge

bar r ie r  in  the  adapt ion  of  IAM

technolog ies  such  as  mult i - factor

authent icat ion  (MFA ) .  Thus ,  a  hol i s t ic

approach  to  managing  dig i ta l  ident i t ies

in  the  face  of  technolog ica l

innovat ion  i s  the  need  of  the  hour  –

creat ing  an  IAM  sys tem  that  prov ides

seamless  user  exper ience  whi le

secur ing  the  bus inesses ,  a long  with

comply ing  with  pol ic ies  and

regulat ions .

 

IAM chal lenges in
changing digita l  landscape
 

Many  organizat ions  have  ident i t ies

s tored  in  var ious  locat ions  with in  the

network  in f ras t ructure .

 

 

This  makes  managing  ident i t ies  and

creat ing  a  proper  approva l  process  fo r

access  prov i s ion ing  di f f icu l t  fo r  both

secur i ty  profess iona ls  and  users

request ing  access .  Any  roadblocks

faced  by  users  whi le  request ing

access  resu l t s  in  esca lat ions ,  of ten

t imes ,  to  the  management  and

over r id ing  the  approva l  process .  With

th is ,  profess iona ls  given  the

respons ib i l i t y  of  approv ing  requests

have  l i t t le  or  no  knowledge  about

whether  or  not  to  give  access  to

employees  to  conf ident ia l  data .

 

Yet  another  chal lenge  that  the

organizat ion  faces  i s  l ack  of

author i tat i ve  and  centra l i zed  repos i tory

for  users .  This  fu r thermore  makes  the

process  of  ident i ty  reconc i l ia t ion  a

substant ia l  chal lenge .  The  bas i s  to

create  ident i ty  reconc i l ia t ion  i s  not  jus t  
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The  market  for  Ident i ty  Authent icat ion  and  Fraud  Solut ions  wil l  reach  USD  28  bi l l ion  by  2023

Source :  BCG  Research  and  Analys i s



to  prov i s ion  access  r ights  that  have

been  granted  or  requested  fo r ,  but  i t

a l so  needs  to  import  actua l  accounts

and  focus  on  access  r ights  that  are  f rom

connected  sys tems .

 

Furthermore ,  with  regards  to

accredi tat ion  and  cer t i f i cat ion ,  audi tors

may  not  have  adequate  knowledge

about  access  requi rements ,  which  they

might  be  requi red  to  prov ide  to

mult ip le  users .  This  of ten  leads  to

resor t ing  to  manual  prov i s ion ing ,  which

could  be  cumbersome  and  incons i s tent ,

resu l t ing  in  higher  r i sk  of  the  sys tem

being  non -compl iant  or  creat ing

dupl icate  and  redundant  ident i t ies .

Some  of  the  other  i s sues  inc lude  l ack

of  support  in  case  of  centra l i zed  access

management  so lut ions .  These  inc lude

di rector ies  as  wel l  as  s ing le  s ign -on

(SSO ) ,  non -ex is tent  or  outdated  access

management  pol ic ies  or  fa i lu re  to

establ i sh  ru le -based  access ,  such  as

removing  ident i t ies  and  access

pr iv i leges  automat ica l l y  with  the

terminat ion  of  an  employee .  T ime -

consuming  and  s t renuous  audi ts  might

only  make  the  process  fa r  more

t i resome .

 

Evolut ion of  IAM as
per  business  requirement
 
Organizat ions  are  adopt ing  mobi le

technology  that  enables  br ing -your -

own -dev ice  (BYOD )  pol ic ies .  This  helps

employees  in  access ing  corporate  data

f rom  remote  locat ion  as  wel l .  IAM  i s

ab le  to  prov ide  foundat iona l  secur i ty

component  across  the  enterpr i se  which

connects  to  mobi le  plat forms

i r respect ive  of  user ’s  locat ion .

 

Cloud  serv ices  are  a lso  adding  to

complex i ty  to  the  IAM  equat ion .  This  i s

fo rc ing  organizat ions  fo r  operat ing  the i r

capabi l i t ies  on -premises  as  wel l  as

integrat ing  s imi la r  capabi l i t ies  of fered

by  the  c loud  serv ice  prov ider  (CSP ) .  In

such  a  s i tuat ion ,  hybr id  ident i ty

management  so lut ion  could  be  a  way

forward ,  where in ,  a  s ing le  user  ident i ty

could  be  created  fo r  authent icat ion  and

author izat ion  to  a l l  resources  

i r respect ive  of  the i r  locat ion ,  whether

in  on -premise  or  on -c loud .  Federated

access  –  the  ro le -based  access  as  wel l

as  c loud -based  IAM  so lut ions  –  may

help  in  address ing  these  requi rements .

 

Ident i ty -as -a -serv ice  or  IDaaS  could  be

another  ef fect i ve  so lut ion  which  may

help  acce lerate  IAM  deployments  in  the

c loud  env i ronment .  IDaaS  i s  able  to

support  federated  authent icat ion ,

prov i s ion ing  and  author izat ion .  I t

i s  a lso  cons idered  as  a  v iab le

a l ternat ive  to  on -premises  IAM

solut ions .  In  te rms  of  return  on  secur i ty

investment ,  IDaaS  i s  able  to  remove  the

cost  of  implement ing  on -premises

so lut ion .

 

I t  might  be  v i ta l  to  understand  the

need  fo r  IAM  capabi l i t ies  that

e f fect i ve ly  govern  access  fo r  host ing

app  in terna l l y .  In  case  of  hybr id  c loud

IAM  model ,  IDaaS  so lut ion  would  need

APIs  or  appl iances  that  are  able  to

operate  with in  the  I T  in f ras t ructure  fo r

complete ly  outsourc ing  the  funct ion .

Most  enterpr i ses  face  r i sks  in  secur ing

these  agents  and  in ter faces ,  which

needs  to  be  managed .

 

 

Data loss  prevent ion
through IAM
 
Secur i ty  profess iona ls  of ten  prov ide

in format ion  about  an  ident i ty  ret r ieved

f rom  an  IAM  sys tem  to  DLP  –  Data  loss

prevent ion  –  so lut ion ,  which  focuses  on

monitor ing  sens i t i ve  data  and

cor re lat ing  t rends  /  events  fo r

reduc ing  r i sk  of  data  loss .  These  events

could  be  cor re lated  with  analy t ica l

a r t i f i c ia l  in te l l igence  a long  with

machine  learn ing  too ls .  These  too ls  are

able  to  analyze  his tor ica l  behav ior  fo r

detect ing  potent ia l  f raud .

 

IAM  as  wel l  as  DLP  so lut ions  could  be

leveraged  fo r  address ing  ins ider  threats

together  with  emerg ing  threat  vectors .

Addit iona l  monitor ing  capabi l i t ies

could  be  prov ided  by  inc ident  fo rens ics

too ls  and  behav iora l  analy t ics .  
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With  the  in tegrat ion  of  these  so lut ions ,

organizat ions  could  handle  the

changing  I T  t rends  and  the  threats

posed  by  mobi le  and  c loud

comput ing .

 

Secur ing socia l  media
ident i t ies
 

Given  the  cur rent  scenar io ,

organizat ions  are  able  to  leverage

soc ia l  media  fo r  in teract ing  with

customers .  They  are  look ing  at

increas ing  brand  awareness  as  wel l  as

creat ing  a  repos i tory  of  common

ident i ty .  However ,  i f  these  soc ia l

ident i t ies  are  breached ,  companies

might  face  lega l ,  operat iona l ,

regulatory  and  reputat iona l  r i sks  –

thereby  negat ive ly  impact ing

the i r  customer  base .

 

Strong  IAM  so lut ions ,  inc luding  MFA ,

should  be  deployed  by  soc ia l  media

serv ices  fo r  protect ing  the  corporate

accounts .  Addit iona l l y ,  cyber  analys ts

should  get  a ler ts  fo r  users  with  fa i led

log in  attempts ,  espec ia l l y  f rom

di f fe rent  geographica l  locat ions .

Creat ing  secur i ty  awareness  and

educat ing  your  employees  about  soc ia l

media  secur i ty  should  be  a  regular

exerc i se .
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IAM  AS  WELL  AS  DLP

SOLUTIONS  COULD  BE

LEVERAGED  FOR

ADDRESSING  INSIDER

THREATS  TOGETHER  WITH

EMERGING  THREAT

VECTORS .



 

 

2 . 1  Deploying IAM On-
Premise
 
Whi le  c loud  comput ing  technology  i s

seen  to  be  dis rupt ing  the  way

bus inesses  are  operat ing  in  the  cur rent

IT  ecosystem ,  many  enterpr i ses  are  s t i l l

running  the i r  serv ices  and  appl icat ions

on -premises .  

 

Often  concerns  re lated  to  l a tency ,

pr ivacy ,  secur i ty  or  regulat ions  compel

organizat ions  to  depend  on  legacy

systems .  In  fact ,  accord ing  to  a  survey

by  Spiceworks [ 1 i i ]  of  more  than  450  I T

dec is ion  makers  across  North  Amer ica

and  Europe ,  “59% of  bus inesses  run

the i r  database  servers  fu l l y  on -prem ,

whi le  57% run  the i r  ident i f y

management  sys tems  and  46% run  the i r

ERP  so f tware  on -prem  as  wel l [ i v ] . ”

 

 

 

 

 

 

 

 

 

 

2 . I T  S e t u p s  a n d  IAM  a p p r o a c h
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Q1  SOCIAL  MEDIA  REPORT

Source:  Sp iceworks  Research

A  pert inent  quest ion  re lated  to  leveraging  IAM  amidst  technologica l  advancement  i s

se lect ing  the  most  ef f ic ient  deployment  model  –  whether  to  choose  on -premises ,

c loud -based  model  or  hybr id  setup .  Select ion  of  an  IAM  so lut ion  and  i t s

implementat ion  method  wil l  depend  on  an  organizat ion ’s  secur i ty  prof i le  and

appl icable  regulat ions .  However ,  every  approach  comes  with  i t s  own  chal lenges .  Let ’s

have  a  look  at  some  of  the  chal lenges  and  poss ib le  so lut ions  to  deploy  IAM  on  var ious

IT  setups :

The  on -premise  deployment  model  i s  able

to  prov ide  complete  contro l  of  your  data

and  helps  in  managing  secur i ty .  Given  th i s

opportuni ty ,  i t  prov ides  a  va l id  opt ion  fo r

any  organizat ion  which  has  dedicated

sta f f ,  money ,  t ime  as  wel l  as  technica l

expert i se  fo r  managing  such  so lut ions .

 

However ,  the  on -premises  model  requi res

IAM  so lut ions  that  have  s ign i f icant

in f ras t ructure  a long  with  plat form

footpr int .

 

I t  might  become  very  cumbersome  fo r

prov id ing  cont inuous  resource  ava i lab i l i t y

or  support  when  migrat ing  f rom  one

vendor  to  another .  Further ,  there  might  be

problems  with  upgrades  –  which  may  not

make  i t  in to  the  pr ior i ty  l i s t .



With  that ,  on -premises  may  a lso  requi re

la rge ,  spec ia l i zed  s ta f f  fo r  running  and

monitor ing  the  IAM  s tack .

 

Prev ious ly ,  most  of  the  bus iness

appl icat ions  were  s i tuated

“ ins ide ”  the  f i rewal l  of  an  organizat ion .

This  a l lowed  them  to  remain  in  a

conta ined  env i ronment .  Since ,

companies  have  s tar ted  us ing  mult ip le

sof tware -as -a -serv ice  (SaaS )  of fer ings

through  publ ic  c louds  –  thus  expos ing

the i r  data  to  web - fac ing  appl icat ions  –

i t  has  put  added  pressure  on  the

secur i ty  env i ronment ,  together  with

pos ing  threat  to  the  authent icat ion

so lut ion .  Given  an  on -premise  so lut ion ,

hardware  s iz ing ,  management  and

capac i ty  planning  with  database

adminis t rat ion  remains  the  focus  area .

 

One  of  the  best  ways  of  address ing  on -

premises  chal lenges  i s  to  invest  t ime

and  disc ip l ine  fo r  assess ing  an

organizat ion ’s  requi rements .  I t  i s  a lso

necessary  fo r  creat ing  thought fu l  and

comprehens ive  approach  f rom  ground

up  by  cons ider ing  a l l  the  s takeholders

that  might  help  in  future  in tegrat ions .

This  most ly  inc ludes  data  center

capac i ty  planning  with  thorough

understanding  of  per formance  concerns

of  the  bus iness .  Organizat ion  might

a lso  cons ider  implement ing  pr ivate

c loud  in f ras t ructure -as -a -serv ice  ( IaaS )

as  wel l  as  plat form -as -a -serv ice  (PaaS )

of fer ings .  This  a l lows  organizat ion  to

get  a  hybr id  approach ,  whi le  keeping

contro l  of  assets  fu l l y  owned  in -house .

 

2 .2   Deploying IAM in
the c loud
 

As  per  the  survey  –  Publ ic  Cloud  Trends

in  2019  and  Beyond  –  by  Spiceworks ,

“69% of  I T  decis ion  makers  bel ieve

c loud  serv ices  can  enable  the i r

organizat ion  to  more  eas i l y  adopt

emerg ing  technolog ies . [v ] ”

In  fact ,  as  per  the  research  the  top -

most  c loud -based  technolog ies  that  are

increas ing ly  being  adapted  by

enterpr i ses  inc lude  server less

comput ing ,  edge  comput ing  and

conta iner  technology .  

On  the  bas i s  of  th i s  background ,  i t

could  be  sa fe  to  expect  that  with

increas ing  adopt ion  of  c loud

comput ing ,  c loud -based  IAM

technology  wi l l  a lso  witness  an  upsurge .

 

Whi le  c loud -based  IAM  i s  one  of  the

most  seamless  and  secure  model ,  there

could  be  a  few  chal lenges  that  need  to

be  addressed  fo r  making  the  sys tem

ef f ic ient  and  ef fect i ve .

 

One  of  the  chal lenges  with  th i s  model

i s  ensur ing  that  access  contro l ,  logg ing ,

as  wel l  as  monitor ing  contro l s  are

des igned  and  implemented  secure ly .

The  on -premise  contro l  object i ves

should  be  made  achievable  in  c loud

too .  Other  chal lenges  inc lude  shortage

of  exper ienced  secur i ty  experts

conversant  in  c loud  sys tem .
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In  a  c loud  model ,  i t  i s  imperat i ve  to

unders tand  the  way  data  has  been

stored  –  a long  with  where  and  why .  This

becomes  the  most  important  aspect  fo r

address ing  IAM  c loud  chal lenges .  I t  i s

a l so  mandatory  to  have  a  coherent

c loud  s t rategy  which  i s  able  to  l ine  up

with  the  cur rent  IAM  needs ,  human

resource  needs ,  budget ,  workforce

const ra ints  and  IAM  arch i tecture .

 

A  dependable  ident i ty -as -a -serv ice  –

IdaaS  –  plat form  i s  able  to  address  the

chal lenges  that  are  assoc iated  with

c loud  sys tems .  Through  incorporat ing  a

di f fe rent  plat form  serv ice  in  the

env i ronment ,  i t  i s  able  to  take  work  of f  

Adopt ion  of  emerging  c loud  t rend  



the  team ’s  plate  by  managing  capac i ty

p lanning ,  deve loping  core  features ,  and

hardware ,  to  name  a  few  th ings .  I t  i s

ab le  to  give  t ime  fo r  the  organizat ion  to

th ink  about  implementat ion  as  wel l  as

end -user  exper ience .

 

Going  fo rward ,  given  the  explos ion  of

technolog ies ,  organizat ions  should  a lso

be  able  to  measure  the  resu l t s

a longs ide  the  expectat ions  and  accept

changes  in  di rect ions  based  on  the

metr ics .  IAM  c loud  s t rategy  should  be

able  to  support  IAM  object i ves  and

work  with in  the  const ra ints  of  the

cul ture  of  an  organizat ion .

 

 

2 .2    Deploying a  hybr id
IAM platform
 
Adopt ion  of  hybr id  I T  model  by

enterpr i ses  i s  usual l y  synonymous  with

the i r  dig i ta l  t rans format ion  goals .  I t

becomes  less  expens ive  and  requi res

fewer  resources  as  compared  to

implement ing  a  fu l l  pr ivate  c loud

opt ion .  Hybr id  deployment  has  been

able  to  help  organizat ions  br idge  the

gap  between  on -premises  and  c loud

paradigms .  I t  i s  able  to  prov ide

sca lab i l i t y  and  features  jus t  l i ke  a  c loud

env i ronment ,  whi le  mainta in ing  the  on -

premises  footpr int  that  many  secur i ty

departments  are  most  content  with .

 

In  fact ,  “41% of  organizat ions  reported

running  product iv i ty  apps  us ing  a

hybr id  c loud  approach ,  where  some

work loads  run  loca l l y  and  some

are  handled  in  a  publ ic  c loud [v i ] , ”

as  per  the  survey  by  Spiceworks .

Further ,  the  research  s tates  that  46  per

cent  organizat ions [v i i ]  are

seen  to  use  hybr id  model  as  a  backup

st rategy ,  s tor ing  in format ion  both  on

cloud  and  on -premises  to  create

redundancy ,  in  case  of  disaster

recovery .  

 

However ,  the  management  overhead

together  with  complex i t ies

in  technology  i s  higher  in  such  cases .  

 

 

 

 

 

Thought fu l  des ign  and  a  complete

understanding  of  goals  fo r  choos ing

such  a  hybr id  model  i s  the  v i ta l

component  fo r  making  i t  a  success .

 

The  best  way  to  s tar t  such  a

deployment  i s  by  understanding  where

these  too ls  and  in ter faces  belong  in

every  zone .  Thereaf ter ,  ensur ing  the

operat iona l  processes  a long  with

playbooks  helps  in  work ing  around  with

increased  complex i ty .  Mainta in ing  high

accuracy  whi le  deploy ing  the

env i ronment  i s  cr i t ica l  fo r  success fu l l y

launching  i t  fo r  any  organizat ion .

 

In  case  of  the  hybr id  model ,  i t  i s  very

d i f f icu l t  to  jus t i f y  expenses  as  there  are

many  subscr ipt ions  that  have  to  be

mainta ined .  Further ,  complex i ty  could

be  added  when  determin ing  leve l s  of

use  of  pr ivate  versus  publ ic  c loud

serv ices .  With  th i s ,  as  seen  in  the  c loud

model ,  hybr id  env i ronment  can  witness

an  increased  secur i ty  r i sk  i f  not

executed  proper ly .

 

Enterpr i ses  might  look  at  creat ing  a

hybr id  plat form  fo r  meet ing  the i r  IAM

needs .  Using  ind iv idua l  components  fo r

i t s  s t rengths  together  with  blending  on -

premise  and  c loud  so lut ions  could

prov ide  f lex ib i l i t y  and  sca lab i l i t y .

Automat ion  can  help  improve

operat iona l  ef f ic iency  and  reduce

adminis t rat i ve  cost .  In  the  end ,  IAM

solut ions  should  be  able  to  adapt  to  an

enterpr i se ’s  cul ture  fo r  being  ef fect i ve

and  a l ign ing  them  as  per  the  bus iness

goa ls  fo r  ar r i v ing  at  the  resu l t s  that  an

organizat ion  des i res .
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ADOPTION  OF  HYBRID  IT

MODEL  BY  ENTERPRISES  IS

USUALLY  SYNONYMOUS

WITH  THEIR  DIGITAL

TRANSFORMATION  GOALS .



3 .  T h e  n e e d  o f  t h e  h o u r

Despi te  ident i ty  so lut ions  being  an  in tegra l

par t  of  a  hol i s t ic  dig i ta l  exper ience ,  users  ra re ly

want  to  be  accountable  fo r  secur ing

the i r  accounts .  Whi le  enterpr i ses  in tegrate

severa l  access  management  too ls  to  secure

the i r  sys tems ,  they  depend  on  users  to  fo l low -

through  the  access  process ,  which  may  inc lude

creat ing  cumbersome  passwords  or  enter ing

ver i f icat ion  codes  f rom  other  accounts  or

dev ices .  Let 's  look  at  how  IAM  technology  could

prov ide  seamless  dig i ta l  access  and  evo lve  over

a  per iod  of  t ime .

 

 

3 . 1  Creat ing a  hol ist ic
ident i ty  so lut ion
 
Experts  bel ieve  that  despi te  in terest  and

investments  in  IAM  technology ,  the  market  i s

s t i l l  adapt ing  to  keep  up  with  the  technolog ica l

advancements .  As  per  an  ar t ic le  by  BCG [v i i i ] ,

Some  of  the  major  chal lenges  that  are  curb ing

expans ion  in  the  sector  inc lude :

 

Last-mi le  secur i ty  adherence burden on end-
users .  Users  f ind  ver i f y ing  and  secur ing  the i r

ident i ty ,  whether  through  repeated  requests  to

change  password ,  mult i - factor  authent icat ion ,

or  answer ing  secur i ty  quer ies ,  a  burdensome

task .  As  per  a  survey  by  Gemalto  –

Data  Breaches  &  Customer  Loya l ty  2018  –  more

than  55  per  cent  respondents  s tated

that  they  used  the  same  password  across

mult ip le  onl ine  accounts [ i x ] .  Usage  of  same

passwords  across  accounts  i s  leav ing  consumer

data  vu lnerable  to  breaches .  Furthermore ,

consumers  are  seen  to  be  re luctant  to  use

added  secur i ty  l ayers  such  as  two - factor

authent icat ion .  Gemalto  survey  found  that  39

per  cent  consumers  did  not  want  to  use  two -

factor  authent icat ion  to  secure  the i r  soc ia l

media  accounts ,  when  prov ided  with  the

opt ion .  

 

 

 

 

 

 

 

 



Source:  Gemal to  survey

Ident i fy ing data  is  used by providers
in  a  subopt imal  manner .  To  ascer ta in

the  ident i ty  of  a  person  of f l ine ,

author i t ies  and  others  ask  fo r  prov id ing

documents  and  in format ion  such  as

dr iver ’s  l i censes ,  soc ia l  secur i ty ,

passports  or  even  tax  ID  numbers .

Further ,  with  technolog ica l  evo lut ion ,

new  data  types  have  become  va luable

for  ident i f y ing  an  ind iv idua l ’s  ident i ty .

These  inc lude  biometr ics  –  such  as

f ingerpr int  patterns ,  ret ina  scans  and

others .  Some  of  the  other  metr ics

inc lude  IP  addresses ,  geolocat ion  data ,

dev ice  IDs ,  as  wel l  as  behav iora l

The  consumers ,  are  there fore ,  re ly ing  on

bus inesses  to  secure  the i r  data ,  rather

than  tak ing  the  onus  to  adhere  to

addi t iona l  secur i ty  measures  at  the i r

end .  In  fact ,  70  per  cent  respondents

be l ieve  that  data  protect ion  i s  the

respons ib i l i t y  of  the  company  that  i s

s tor ing  the  in format ion .  I t  i s  a lso

worr i some  to  note  that  around  66  per

cent  consumers  s tated  that  they  would

not  cont inue  with  the  organizat ion  in

case  of  any  data  breach [x ] .  Thereby ,

secur i ty  so lut ions  that  re ly  on  end -users

adherence  are  not  gain ing  s ign i f icant

t ract ion ,  as  consumers  are  look ing  fo r

more  seamless  user  exper ience .  

 

 

 

 

 

 

 

 

 

 

analy t ics  such  as  a  user ’s  typ ing  s ty le .

Cr i t ica l l y ,  such  data  types  help  in

fac i l i ta t ing  f r ic t ion less  and  automated

authent icat ion  process  that  users  of ten

prefer ,  as  the  consumers  are  not

requi red  to  put  s ign i f icant  amount  of

e f for ts  in  establ i sh ing  the i r  ident i ty .

However ,  in  such  cases ,  ver i f icat ion  i s

not  as  seamless  as  i t  should  be .  One  of

the  main  problems  i s  that  th i s  data

might  be  ava i lab le  with  jus t  a  few

sources ,  which  are  of ten  not  being

accessed  and  in tegrated  by  ident i ty

so lut ions  prov iders  in to  the i r  plat forms .

 

Lack of  h igh-end technology by the
providers .  Prov iders  in  most  cases  are

not  able  to  use  the  technology  ava i lab le

to  them  or  may  not  be  able  to  use  i t

e f fect i ve ly .  Machine  learn ing  and

art i f i c ia l  in te l l igence  might  be  able  to

automate  and  s impl i f y  ident i ty

authent icat ion ,  a long  with  improv ing

secur i ty  and  accuracy .  However ,

these  technolog ies  cannot  funct ion  in  a

s i lo .  Tra in ing  needs  to  be  done  fo r

a lgor i thms  and  i t  a lso  requi res  sca le .

With  more  number  of  users  on  the

plat form ,  there  would  be  more  data

points  to  work  with ,  which  would

ensure  generat ing  ef fect i ve  so lut ion .

However ,  there  has  been  a  lo t  of

incons i s tency  in  the  ident i ty

authent icat ion  sector .  Often ,  IAM

solut ions  that  have  promis ing

technology  might  not  have  suf f ic ient

sca le ,  whi le  establ i shed  players  with

necessary  sca le  might  not  have  the

requi red  technology  that  i s  innovat ive .

In  e i ther  case ,  ident i ty  authent icat ion

might  not  be  ut i l i zed  to  i t s  fu l l

potent ia l .

 
S o m e  o f  t h e  a b o v e  m e n t i o n e d  c h a l l e n g e s
a r e  n o t  a b l e  t o  p r o v i d e  f u l l  p o t e n t i a l  t o
i d e n t i t y  s o l u t i o n s .  T h u s ,  t h e  n e e d  o f  t h e
h o u r  i s  t o  c r e a t e  a  h o l i s t i c  i d e n t i t y
s o l u t i o n .  I f  a  p r o v i d e r  i s  a b l e  t o  u n d e r s t a n d
t h e  p a i n  p o i n t s  a n d  n a v i g a t e  a r o u n d  t h e m ,
i t  w o u l d  b e  a b l e  t o  c r e a t e  a  s o l u t i o n  t h a t
w o r k s  f o r  a l l  t h e  s t a k e h o l d e r s .  S u c h  a
s o l u t i o n  n e e d s  t o  b e  s e a m l e s s  f o r
c o n s u m e r s ,  e f f e c t i v e  f o r  e n t e r p r i s e s  a n d
g o v e r n m e n t s ,  w h i l e  b e i n g  d i f f e r e n t i a t o r  f o r
t h e  p r o v i d e r .
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Analys i s  of  the  average  percentage  of

respons ib i l i ty  for  protect ing  and  secur ing

customer  data  that  respondents  fee l  fa l l s  on

the  company  and  the  customer .  
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Takes into account actual consumer behavior1

A holistic identity solution:

Provides right data at right time2

Integrates data with robust infrastructure3

Focuses on use-case approach4

Evolves as per policy changes and new trends5

Solut ions  should take into  account
actual  consumer behavior .  Most

consumers  have  been  able  to

show  the i r  discontent  fo r  f i l l ing  in  too

many  deta i l s  fo r  ver i f y ing  the i r

ident i ty .  They  are  most ly  concerned

about  see ing  the i r  Facebook  feed  or

just  complet ing  the i r  purchase  f rom  an

e -commerce  webs i te .  Incorporat ing

data  and  technology  in  the  best  way ,

prov iders  should  be  able  to  create

seamless  user  exper ience .  Given  a  deep

understanding  of  the  customer

behav ior  should  be  inc luded  in  the

so lut ion  des ign  phase .  Adopt ing  the

human -centered  des ign  could

be  one  of  the  concepts  –  which  are

be ing  incorporated  by  many  technology

companies [Xi ] .  The  hal lmark  of  th i s

approach  could  be  to  make  deta i led

observat ions  on  how  users  are  able  to  

in teract  with  the  sys tems  as  wel l  as

adjust ing  des igns .  Most  organizat ions

are  able  to  put  fo r th  prototypes  in  f ront

of  the  users  –  they  scrut in ize  responses

and  make  amendments .  They  repeat  the

process  unt i l  the  preferences  and

des ign  i s  able  to  a l ign  in  accordance  to

the  corporate  cul ture .

 

Platform should ensure providing
access  of  r ight  data  at  an appropr iate
t ime.  Ident i ty  so lut ion  prov iders  may

work  in  the  background  by  access ing

var ious  data  that  inc ludes  mobi le

phone  data ,  behav iora l  analy t ics  and

biometr ics  to  ascer ta in  an  ident i ty

wi thout  adding  authent icat ion  burden

on  the  user .  However ,  i t  i sn ’ t  an

easy  task  to  access  accurate  data  f rom  a

plethora  of  data  sources  at  an

instant .  Most  usefu l  type  of  data  that  

 

 

 

 

 

 

For  creat ing  such  a  seamless ,  di f ferent iat ing  and  ef f ic ient  exper ience  –  so lut ion

prov iders  inc luding  star t -ups  as  wel l  as  establ i shed  players—would  have  to  re - th ink

about  the i r  st rategy .  They  should  be  able  to  evolve  so lut ions  that  al ign  with

consumer  preferences .  I t  should  also  be  able  to  make  the  most  of  the  data  and

technologies  which  i s  pert inent  for  dig i ta l  ident i ty .  A  BCG  art ic le  focuses  on  some

key  features  on  how  to  create  a  robust  ident i ty  so lut ion [x] :



inc ludes  dev ice  IDs  and  biometr ics

might  not  be  ava i lab le  widely .  With

th is ,  some  organizat ions  might  have

acqui red  key  sources ,  which  would

fur ther  l imi t  the  data  ava i lab i l i t y .

 

Data should be integrated with
robust  capabi l i t ies  as  wel l  as
infrastructure .  Advanced  analy t ics  i s

ab le  to  prov ide  so lut ions  to  t r iangulate

var ied  sources  of  data  fo r

authent icat ing  ident i t ies .  However ,  i t

might  not  be  a  s imple  task .  Work ing

a long  with  many  data  types  as  wel l  as

determin ing  ident i ty  needs  accuracy

and  prec is ion .  I t  a lso  requi res  r ight  mix

of  processes  and  technology .  In  such  a

case ,  prov iders  would  have  to  invest  in

machine  learn ing  capabi l i t ies  and

AI .  Simultaneous ly ,  they  would  a lso

need  to  get  a  deep  understanding  of  ML

and  AI ,  a long  with  the  analy t ics  bui l t

a round  them .  Occas iona l l y ,  the  model

might  be  wrong  or  may  not  have

enough  in format ion  fo r  authent icat ing .

In  such  a  case ,  the  prov iders  wi l l  need

operat iona l  processes  in  which  human

inte l l igence  might  need  to  in tervene

and  feed  the  data  back  in to  the  model .

 

Prov iders  might  need  f lex ib le

in f ras t ructure  which  uses  APIs

for  in tegrat ion— that  inc ludes  an  ease  of

p lug -and -play –data  sources ,  and  new

sources  which  might  be  important  in

the  future .  For  gett ing  such  f lex ib i l i t y ,

i t  would  requi re  s ign i f icant  investment

as  wel l  as  ef for t .  This  would  need  open ,

c loud -nat ive  arch i tecture  that  wi l l

rep lace  legacy  I T  sys tems ,  which  i s

most ly  in f lex ib le .  Prov iders  could  take

steps  that  might  help  them  with  the

abi l i t y  of  us ing  new  fo rms  of  data  and

then  authent icate  the  ident i ty .

 

Focus should be on use cases .  In  case

of  ident i ty  so lut ions  that  are  indust ry -

and  country -spec i f ic  and  then  are  made

on  the  parable  of  one -s ize - f i t s -a l l

ident i ty  so lut ion ,  i t  becomes  a  fa i lu re .

Sample  th i s ,  fo r  banks  they  have  to

a l ign  by  regulatory  s tandards  which  do

not  apply  to  a  reta i le r .  Although ,  th i s

doesn ’ t  s ign i fy  that  prov iders  should

l imit  themselves  to  spec i f ic  markets .

 

 

On  the  other  hand ,  they  should  be  able

to  broaden  the i r  plat form  over  the

per iod  of  t ime .  Use -case  approach  i s

idea l  here ,  as  such  an  approach  helps  in

integrat ing  spec i f ic  types  of  bus inesses

—which  inc ludes  f inanc ia l  ins t i tut ions—

fo r  becoming  an  important  part ic ipant

in  ident i ty  so lut ions .

 

Potent ia l  impact  of  pol icy  changes
and new trends should be considered.
With  new  ideas  gain ing  t ract ion ,  dig i ta l

ident i ty  would  keep  evo lv ing  with  the

advent  of  technolog ies  and  regulatory

s t ructures .  Some  of  the  recent

deve lopments  that  have  impacted

ident i ty  so lut ions  inc lude  European

Union ’s  Genera l  Data  Protect ion

Regulat ion  (GDPR ) ,  Aadhar  program

from  Ind ia  –  that  ass igns  every  c i t i zen

with  dig i ta l  ident i f icat ion ,  Cal i fo rn ia

Pr ivacy  Act ,  and  Cybersecur i ty  l aw  in

China  –  that  focuses  on  s t r ingent

requi rements  on  t rans fer r ing  and  us ing

personal  data  outs ide  the  country  of

or ig in .  In  the  meant ime ,  concept  that

inc ludes  decentra l i zed  ident i ty  and

se l f -sovere ign  ident i ty ,  which  focuses

on  prov id ing  contro l  of  personal l y

ident i f iab le  in format ion  back  to  the

indiv idua ls ,  have  been  emerg ing .

These  deve lopments ,  and  future  t rends ,

need  to  be  taken  in to  account  whi le

deve loping  an  ident i ty  so lut ion .

 

3 .2  Evolut ion of  IAM
systems
 
On  the  backdrop  of  the  above

chal lenges  and  requi rements  to

create  a  robust  ident i ty  so lut ion ,  IAM

technology  needs  to  evo lve  as  wel l .

Moving  to  c loud ,  adopt ing

microserv ices  arch i tectures ,

dig i ta l i zat ion ,  a long  with  growing  cyber

threats ,  have  been  expanding  use  cases

for  IAM .  As  per  Mary  Ruddy ,  Research

Vice  Pres ident  at  Gartner ,  here ’s  how  I T

leaders  may  evo lve  the i r  IAM  sys tems

for  meet ing  new  chal lenges [x i i ] :
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Enhanced focus  on
secur i ty  and f raud systems.
Compromised  credent ia l s  of  users

cont inue  to  be  a  major  element  in  data

breaches .  As  the  number  of  breaches ,

that  inc ludes  ident i ty - re lated

f raud ,  has  been  growing ,  enterpr i ses

should  be  able  to  evo lve  the i r  sys tems

to  reduce  sys tem  vu lnerabi l i t ies .

Reduce  r i sk  of  ident i ty  breaches  and

f raud  through  robust  authent icat ion .

Manage  user  ident i t ies  by  prov id ing

r ight  access  to  the  r ight  resources ,

us ing  adapt ive  pol ic ies  to  protect  data ,

a long  with  in tegrat ing  I T  secur i ty

so lut ions  such  as  MFA  and

endpoint  encrypt ion .

 

Provide support  to  h igher  levels  of
automation,  a long with  increased
communicat ion between IAM
modules .  This  wi l l  a lso  inc lude  access

management ,  adminis t rat ion  and

ident i ty  governance  together  with

pr iv i leged  access  management .

 

Implement  DevSecOps
approach.  DevSecOps  helps  in

integrat ing  secur i ty  in  the  ent i re  I T

process  r ight  f rom  the  in i t ia l  s tages .

This  ensures  that  enterpr i ses  are  able  to

address  var ious  secur i ty  concerns  and

enhance  i t s  IAM  modules  on  a  proact ive

and  cons i s tent  bas i s .  With  secur i ty

embedded  at  each  s tep ,  access

regulat ions  are  being  enforced  across

apps ,  APIs ,  data  resources  and

microserv ices ,  resu l t ing  in  minimiz ing

the  r i sk  of  data  exposure .  However ,  th i s

wi l l  requi re  changing  the

organizat iona l  mind -set ,  which  i s

espec ia l l y  important  fo r  enterpr i ses

that  have  been  deve loping  the i r

serv ices  and  appl icat ions  in -house .

 

Inc lude customer ’s  preferences  and
consent  in  customer  data
management  pol ic ies .  This  i s

spec i f ica l l y  necessary  fo r  meet ing  new

and  expanding  pr ivacy  regulat ions ,

a long  with  meet ing  expectat ions  of  the

users .

 

 

 

 

Role  of  adapt ive  access  serv ices  to
grow.  One  of  the  cur rent  t rends  in  IAM

is  global  use  of  analy t ics .  Paul

Rabinov ich ,  Senior  Director  at  Gartner

be l ieves  that  whi le ,  t rad i t iona l  adapt ive

authent icat ion  was  most ly  based  on

ru les ,  the  next  generat ion  adapt ive

access  serv ices  i s  able  to  combine  ru les

a long  with  advanced  analy t ics  and

machine  learn ing [x i i i ] .

 

Priv i leged access  management  (PAM)
to become more cr i t ica l .  PAM  i s

becoming  one  of  the  most  cr i t ica l

secur i ty  contro l s  fo r  secur ing

enterpr i ses .  I T  leaders  are  able  to

rea l ize  the  va lue  with  PAM  contro l s  as  i t

i s  able  to  reduce  attack  sur face .

However ,  reduc ing  doesn ’ t  not  mean

el iminat ing  the  threat  as  in  the  most

probable  condi t ion  pr iv i leges  might  be

hidden  anywhere  –  such  as

adminis t rat i ve  accounts ,  conta iners ,

sys tem /serv ice  accounts ,  codes  and

dev ices .  In  order  to  f ind  the  threat ,  the

system  needs  to  manage  accounts ,

together  with  recons ider ing  the

st ructure  of  the  operat iona l  model  fo r

pr i v i leged  access  with in  the  enterpr i se .

 

IAM leadership  to  evolve .
Trans format ion  in  dig i ta l  wor ld  focuses

on  re invent ion .  IAM  leaders  would  be

able  to  col laborate  with  others  in  the

bus iness  fo r  or ient ing  resources  and

people  and  ensur ing  that  the  IAM  v i s ion

a l igns  with  the  goals  of  the  enterpr i se

as  per  dig i ta l  t rans format ion .
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EVOLUTION  OF  IAM  SYSTEMS

WILL  ALSO  DEPEND  ON  BEING  A

STEP -AHEAD  IN

DEVELOPING  NEWER  OR

UPDATING  EXISTING  IAM

TECHNOLOGIES ,  ALONG  WITH

FOCUSING  ON  A  STRONG

LEADERSHIP  AND  TEAM  TO

PROVIDE  STRATEGIC  INSIGHTS

INTO  CREATING  A  FLEXIBLE ,  YET

ROBUST ,  IAM  SYSTEM .
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IAM  technolog ies  are  increas ing ly

evo lv ing  as  per  the  acce lerat ing  scope

of  modern  technolog ies .  Whi le  the

enterpr i ses  move  to  the  c loud ,  adopt

microserv ices  and  opt  fo r  decentra l i zed

ident i ty ,  s t r ingent  data  secur i ty  and

pr ivacy  regulat ions  and  constant  cyber

threats  are  resu l t ing  in  the  need  fo r

constant  expans ion  of  IAM  technolog ies

as  wel l .

 

So  how  should  one  eva luate  an  ident i ty

so lut ion  or  explore  IAM  technology  in

the  coming  years ?  Let ’s  f ind  out .

 

IAM to  become more standard-dr iven.
The  indust ry  i s  moving  towards  more

standard -dr iven  IAM  technology  such  as

F IDO  or  Fast  ident i ty  onl ine .  Despi te

us ing  password  management  too ls ,

logg ing  in to  an  account  of ten  becomes

a  t i resome  exerc i se .  Users  of ten  f ind

prov id ing  password ,  f i l l ing  too  much

informat ion  and  the  ent i re  process  of

onl ine  authent icat ion  a  barr ie r .  F IDO

enables  users  to  move  beyond  f rom

managing  the i r  ident i ty ,  by  creat ing  a

seamless  log in  exper ience  through  i t s  

 

 

fas t - log in  feature  across  apps  and

webs i tes .  In  fact ,  the  set  of  protocols ,

F IDO  2 .0 ,  i s  a l lowing  authent icat ion  to

become  passwordless ,  v ia  Web

Authent icat ion  (WebAuthn )  API .  This

a l lows  web  apps  to  di rect ly  use  publ ic -

key  encrypt ion  and  authent icators .

Thus ,  IAM  technology  i s  a lso  requi red  to

evo lve  as  per  the  s tandards  being

fo l lowed  in  the  indust ry .  Furthermore ,

these  s tandards  wi l l  be  requi red  to  be

in -bui l t  in to  the  IAM  plat form  and  wi l l

be  seen  as  a  mandatory  pract ice ,  rather

than  an  opt iona l  feature  in  the  near

future .

 

Adapt ive  authent icat ion to  fo l low
MFA .  As  per  Microsof t ,  one  can  reduce

account  compromise  by  99 .99  per  cent

wi th  the  use  of  Mult i - factor

authent icat ion  [x iv ] ,  however ,  minimal

user  adopt ion  s t i l l  remains  a  core

concern  area  with  around  90

per  cent  of  Google  users  s t i l l  not  us ing

two - factor  authent icat ion [xv ] .

Increased  usabi l i t y  needs  to  be  focused

upon  to  make  MFA  mainst ream ,  which

 

4 .  W h a t ’s  i n  s t o r e  f o r

f u t u r e?  F u t u r i s t i c  IAM

i n n o v a t i o n



experts  bel ieve  could  be  addressed

through  adapt ive  authent icat ion ,  the

next  phase  of  MFA .  With  the

deployment  of  adapt ive  authent icat ion ,

the  sys tem  would  be  able  to  access  and

dec ide  which  s teps  to  in i t ia te  dur ing

the  process  of  authent icat ion ,  as  per

the  r i sk  prof i le  and  behav ior  of  the

user .  Further ,  th i s  enables  the

enterpr i se  to  undertake  the

prec i se  leve l  of  gateway  secur i ty  fo r

every  log in  request ,  ins tead  of

undertak ing  the  s tandard  procedures

requi red  to  be  fo l lowed  fo r  each  user ,

i r respect ive  of  the  c i rcumstances .

Adapt ive  authent icat ion ,  with  the  use

of  machine  learn ing  and  ident i ty

inte l l igence ,  wi l l  a lso  help  in  elevat ing

the  leve l  of  authent icat ion .  I t  wi l l

requi re  consumers  to  use  MFA  only  in

the  beginning ,  with  the  sys tem ,

thereaf ter ,  to  constant ly  monitor  user

behav ior  and  prompt  fo r  two - factor

authent icat ion  only  in  case  of

anomalous  behav ior .

 

System integrators  to  create  hol ist ic
IAM systems.  Enterpr i ses  are  going

beyond  SSO  and  seen  to  implement

hol i s t ic  IAM  so lut ion  –  in tegrat ing

access  management ,  ident i ty

governance ,  pr ive lege  management ,

SIEM  and  other  ident i ty  so lut ions .

System  in t regators  are  seen  to  help  by

integrat ing  di f fe rent  IAM  products  in to

one  so lut ion .  Furthermore ,  bui ld ing  IAM

solut ions  to  secure  endpoints  i s

expected  to  pose  a  major  chal lenge  in

the  coming  years .  Experts  are  dubbing

i t  as  –  “Exploding  Endpoint  Problem ”  –

where in ,  we  would  be  expected  to

secure  more  than  1  t r i l l ion

programmable  endpoints  with in  the

next  20  years [xv i ] .        

 

Regulatory  compl iances  for  data
pr ivacy cont inue to  become
str ingent .  With  the

implementat ion  of  GDPR  and  Payment

serv ice  di rect i ve  (PSD2 ) ,  data  protect ion

and  pr ivacy  regulat ions  are  expected  to

evo lve  and  more  s t r ingent  l aws  are

l ike ly  to  be  implemented  in  the  future

as  wel l .  The  Cal i fo rn ia  IoT  Pr ivacy  Act

and  Cal i fo rn ia  Consumer  Pr ivacy  Act

(CCPA )  are  examples  of  such

regulat ions .  In  order  to  support  future  

 

 

 

 

 

guide l ines ,  IAM  plat forms  are  requi red

to  be  f lex ib le  and  evo lve  as  per  the

change  in  regulat ions .

 

Address ing microserv ice  deployment
chal lenges .  Microserv ice  depolyment  i s

leading  to  creat ion  of  mult ip le  entry -

points ,  thereby ,  increas ing  secur i ty  r i sk

and  sys tem  vu lnerabi l i t y .  Each  of  the

serv ices  need  to  inc lude  authent icat ion

and  author izat ion  feature  in  order  to

prov ide  secure  access  to  users ,  th i rd -

party  apps  and  even  other

microserv ices .  This  chal lenge  could  be

addressed  through  API  Gateway ,

enabl ing  users  to  enter  in to  a  sys tem

through  a  common  entry -point ,

a l lowing  them  to  use  the  microserv ices

behind  a  secure  f i rewal l .  One  may

fur ther  secure  the  access  points  and

ver i f y  user ’s  ident i ty  through  OAuth  2 .0

or  JSON  Web  Token  (JWT ) .  In  the  near

future ,  IAM  prov iders  wi l l  cont inue  to

create  robust  authent icat ion  and

author izat ion  techniques  to  prov ide

r ight  access  to  r ight  users  and  protect

user  data ,  whi le  prov id ing  seemless

user  exper ience .

 

Art i f ic ia l  Inte l l igence to  def ine cyber
secur i ty .  Adopt ion  of  AI  and  ML

technolog ies  are  s ign i f icant ly

increas ing  in  cyber  secur i ty  and  fo r

e f fect i ve  IAM  implementat ion .  In  fact ,

the  AI  in  cyber  secur i ty  market

wor ldwide  i s  expected  to  reach  around

USD  30 .9  bi l l ion  by  2025 ,  as  per  a  report

by  Zion  Market  Research [xv i i ] .

Whi le  the  cur rent  IAM  technology  i s

usua l l y  based  on  authent icat ing  users

aga inst  some  pre -def ined  credent ia l s ,

AI -dr iven  authent icat ion  i s  more

dynamic  in  nature  due  to  the  use  of

aura l  or  v i sua l  c lues .  Going  beyond

biometr ics ,  such  AI -dr iven  so lut ions  wi l l

focus  on  establ i sh ing  the  ident i ty  of  the

users  based  on  the i r  appearance ,  a long

with  the i r  behav iora l  pattern ,  thereby ,

prov id ing  a  potent ia l  fo r  rea l - t ime

secur i ty .  
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